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| A STUDENT DATA JOURNEY
WITH JAMAL —

THIS 1S JAMAL !

e

JAMAL | S ABoUT To START
HIS FIRST DAY OF ScHooL!

TAMALS
DATA

N

IN THE PAGES THAT
FolLOw, WE'LL MOVE /v
ALONGSIDE OUR FICTIONAL

FRIEND ON HIS JOURNEY

THROUGH A DATA-DRIVEN

SCHOoL EXPERIENCE,

FROM KINDERGARTEN TD StHooLL
THE END OF HI&GH SCHOOL.

WE'LL SEE TUST
A SNIPPET OF
SOMFE KINDS OF
PATA THAT ARE MILITARY
(OLLECTED ON

JAMAL, WHO CoLLECTS
THEM, AND WHD THEY
CAN BE SHARED WwiTH,

: e

AND How ALL OF THIS DATA ColLLECTION,

STORAGE, SHARING, USAGE, ANALYSIS, AND
SELLING MIGHT IMPACT JAMALS LIFE



BUT BEFORE WE GET INTO THE DATA TourRNEY,
LET's TALK A BIT ABovT PATA AND

DATA COLLECTION AND WHY THIS IS AN
IMPORTANT (oNVERSATION.

| WHAT (S DATA?

DATA DESCRIBES VARIOUS KINDS
J OF INFORMATION FoRMATTED IN A
TEMAMTIAS PARTICULAR WAY.

PATA cAN BE THE AMouNT OF

CNOWFALL EACH MONTH N
3? @ MINNEAPOLIS, OR WHAT THE
6}) FAVORITE CEREAL OF EVERYONE
IN YovR CLASS I(S.

(WHAT IS DATA cou,scnonﬂ

i, DATA (OLLECTION S THE
Q / PRoCESS OF GATHERING,
. 4™ ¢

MERSURING, AND HNALyzuu(,

DATA FROM A VARIETY OF
RELEVANT SOUuRCES To
FIND ANSWERS T® RESEARCH

g PROBLEMS, ANSWER OUVESTIONS,
\, EVALVATE ouTCoMES AND

/E{_j E @ FORE CAST TRENDS AND

PROBAB/ L IT/ES

ADDITIONAL RESOURCES

STUDENT DIGITAL RIGHT S

Young people must navigate a complex and growing web of school
surveillance technologies that leverage student data o monitor,
punish, and control their lives at school, at home, and online. This is
especially true for young people from historically marginalized

communities, including Black, brown, LGB TQIA, immigrant, low-income,
and disabled populations,

To that end, student digital rights were established to protect
students and encompass the following:

*Access and use of digital content

*Creation and sharing of digital media

*Personal privacy in digital communities

*Freedom of speech and expression

+Right +o report anything that is seen as inappropriate
*Right 1o ask for your data +o be deleted from a platform
*Freedom of assembly online

*Right to develop their internet infrastructure

*Access to computers and other electronic devices

A portfolio of federal, state, and local rights exists 4o protect
students from the misuse, abuse, and profiteering associated with
digital technologies.

These include the Fourth Amendment right against warrantless
searches of a student's digital content; the Family Education Rights
Protection Act (FERPA) which protects against unauthorized
disclosure of a student’s education records; Title VI of the Civil
Rights Act of 1964 that prevents schools from engaging in school
surveillance practices that discriminate against students on the
basis of race and nationality; and the Americans with Disabilities Act,
Individuals with Disabilities Act and Section 50% of the Rehabilitation
Act which all protect students with disabilities from discrimination,

While Civil Rights and Equal Protection laws, Data Privacy Rights.
Right 1o Due Process, Consumer protection rights, Fourth Amendmen+
Rights, First Amendment Rights, State and Local Laws and
Requlations exist and amount to the case for student digital rights,
the laws and their enforcement fall short of needed protections.
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DATA (AN BE USED To PROVIDE SuPPORT TO
THOSE WHO NEED IT, SHOW INEQUITIES So
THEY CAN BE HDDQESSED OR PROVIDF
FEEDBACK ON WHETHER A PoLICY CHANGE
IS HAVING THE (NTENDED IMPACTS.

ON THE OTHER HAND, DATA CAN ALSO BE LSED

To PREDATORILY MARKET PRODUCTS TO PEO

TARGET SPECIFIC GROUPS For SYRVEILLANCE oR
PUNISHMENT, AND EXACERBATE EXISTING INEQUITIES,

AR A

= @@ &0 [

19, ShotSpetter




IN ALL OF THESE CASES pATA IS
BEING COLLECTED, ANALY2ED AND
VSED TO PAINT A PICTURE AND
TELL A STORY. THESE STORIES THEN

SHAPE How WE SEE AND TREAT ENTIRE
(GRo VPSS OF PEOPLE,

WHILE IT CAN BE TEMPTING To THINK
OF DATA AS 0BTECTIVE 0R NEVTRAL,
DATA CANNOT BE NEUTRAL WHEN IT IS

USED TO TELL A SToRy ABOUT A GROUP
OR INDIVIDUVAL.

| T'S IMPORTANT FoOR uS T0 know
WHAT KINDS OF STORIES ARE BEING TOLD
ABOUT US AND THE PEOPLE AROUND VS -

AND TO KNOW WHY, How, AND wHo LANTS
THOSE STORIES TolLD.

|F WE DON'T, THE STORIES WON’'T ST0P-
WE JUST WoN'T HAVE A HAND IN
SHAPIN G THEM AND How THEY IMPACT US.

SO~ WHAT CAN WE DO ABOUT DATA (oLLELT 0N,
SURVEILLANCE, AND VSAGE IN SCHoOOLS ?

KNOW YOUR R\GHTS)

STUDENTS HAVE LEGAL RIGHTS AGAINST SCHooL
SURVEILLANCE' A RANGE OF FEDERAL, STATE,
AND LocCaL LAWS LIMIT A SCHOoL'S ABILITY TO
ACLESS STUDENT DATA AND SURVEIL THE P
PIGITALLIVES, SOME OF THESE INCLUDE
® 4™ AMENDMENT RIGHT AGAINST WARRANTLESS
CEARCHES oF A STUDENT'S DIGITAL CONTENT

@ FAMILY EDUCATION RIGHTS PROTECTION ACT (FERPA)
WHICH PROTECTS AGAINST UNAUTHORIZED DISCLOSURE
OF ASTUDENT'S EDUCATIONAL RECORDS,

® MORE IN THE APPENDIX !

REYOND RIGHTS

SCHOOL SURVE(LLANCE TECHNOLOGIES UNDERMINVE
TRE RIGHTS AND FREEDoMS OF MARGINALIZED
YOUTH AND THEIR FAMILIES.

POLICE SURVEILLANCE TECHNOLOGIES IN SCHOOLS
EXPAND THE SCHOOL-TO-PR(SON PIPELINE,

CENSOR IDENT(TY-AFEIRMING ONLIN E RESOURCES
CRIMINALIZE SUBST ANCE PRUSE, AND ENABLE ~

FAMILY SEPARATION THRoUGH IMMIGRAT(oN
ENFORCEMENT AND FAMILY PoLICING,

TO ADDRESS THESE HARMS, COMMUN(TIES MUST
INVEST (N COMPREHENSIVE , YOUTH-CENTERED,
ABOLITIONIST LEGAL & PolLicy SoLUTIONS THAT
REMOVE POLICE SURVE(LLANCE FROM SCHoOLS
AND INVEST IN PROVEN STRATEGIES THAT

BolSTER SAFETY THRouGgH HOLISTIC /INVESTMENTS
IN SYSTEMS OF CARE &

AMALS INTERCONNECTED

J
LATIONSHIPS OF CARE
r@ Rnenorw ELL-BEING
(all

Pect




[@2) DatA sHARING W/ MiLITARY

WHEN TAMAL 1S A SOPHOMORE
OR TUNIOR, HIS PRIVATE

INFORMATION MAY BE
SHARED WITH MILITARY

RECRUITERS UNCLESS

a HIS PARENTS QREVOKE
THEIR PERMISSION IN
WRITING.

MILITAR

RE GARDLESS, HIS SCHDOL MAY

ADMINISTER THE PRMED SERVILES
VOCATIONAL APTITUDE BATTERY (ASVAB)

Exagm AND RELEASE HIs RESULTS To
RECRUITERS.

S0 AS WE FoLcow TAMALS DATA JOURNEY,
HERE ARE SOoME (LUIDING QUESTIONS To
ASK ABoUT WHAT youU SFEFE :

®@WHO IS ColLEcTING THIS DATA??

@ ® WHAT IS THE STATED REASON

o
S DATA IS BEING COLLECTED?

@ THI
o = WHAT OTHER PURPOSES
IS/CouLD THIS DATA BE

@ USED FoR?
> e HOW (S THIS DATA SToREP?
/ How |S IT SECURED?

e WHO (S THIS PATA SHARED

@ WITH?
® WHO 1S THIS DATA SOLD To?

(IWHY Do THEY WANT THIS

? DATA AND WHAT WILL THEY
USE T FoR?

o
® WHO (5 INFORMED WHEN DATA

@ IS SHARED OR SoLD ?
o ® CAN DATA CoLLECTION 0R SHARING
BE OPTED OUT OF? WHOSE CONSENT
(S NEEDEDP FoR DATA To BE
(OLLECTED OR SHAREDP?

By THE END OF THIS DATA JouRNEY YOU'LL
UKELY HAVE EVEN MORE QUESTIONS You'LL
BE ASKING !



LETS BEGIN 0UR

STUDENT [)ate JOuRNEY ALK

(o]
0o
F 3Y THE T(IME JAMAL 0%

o GRADUATES, HIS EDULATION o
() RECORD SPANS MORE THAN a
[J BEFORE SCHooL- 13 YEARS . EACLH YEAR OF SCHOOL, voo
'1‘7‘ HIS DISTRICT SENT MUCH og "
0° THE INFORMATION IN HIS RECOR
S:{vE:gefFOQE HE :T:gl’; ) TO THE STATEWIDE LONGITUDINAL
m:,TESN' Zowoe DATA SYSTEM (SLDS) WHERE
‘:!IIJSRE&qu :u;up HIS b IT MAY BE LINKED To OTHER STATE D
PERSONAL INnFORMAT(ON QD AGENLY DATABASES, INCLVDING 0o
INCLUDING: ' o  THE DEPARTMENTS OF HEALTH <30
: O AND HUMAN SERVICES, HIGHER o
EDVCAT 0N, AND Co RRELT(ONS, o
OA AND THEN PASSED ALONG TO ¥
o RESEARCHERS, -
NAME GENDER

o}
AT ANY PoINT IN TAMALS 4 ©
EDUCATIONAL CAREER, HIS o O
PERSONAL DATA, WHETHER )
HELD BY HIS SCHooL, STATE

OR FEPERAL AGENCIES, %
RESEMLHEQSIoQ ONLINE

PATE OF BIRTH SOCIAL SECURITY NUMBER

O
Q%o '

O o VENDORS, mAY HAVE BEEN e
HEALTH INFORMATION : Si¢ MISUSED, BREACHED, oR HALKED,
(IMMUNI2ATIONS PRESCRIBED {s DAMAG ING HIS FuTVRE PROSPECTS T
MEDICATION S, DISABILITIES, ALLERGIES, ETC) D IN WAYS BEYOND OUR Pl
o IMAGINATI(ON. (o) 0O &
TAN o O 3 o
-« g Q o >
o 0 4 o 0, W R 0 ”’

=

G e




(ED rerrooucTiVE cARE DATA |

(F JAMALOR TAMALS PARTNER
SEEKS INFORMATION ABOUT
PCCESSING REPRODUCTIVE CARE
IN ONF OFTHE 25 STATES THAT
HAVE RESTRICTED OR BANNED
ACCESS TO ABoRTION, ScHOOLS
AND LAW ENFORCEMENT

AGENCIES CAN USE SCHooOL
SURVE(LLANCE TECHNOLOGI|ES
LIKE STUPENT DEVICE
MoNITORING  GEOLOCAT(ON
TRALKING, AND SoCIAL
MEDIA MDONITORING TO
SURVE(L AND PUNI(SH THEM,

THESE TECHNOLOGIES GIVE

ScHool AND LAW ENFORCENENT |

REAL-TIME ACCESS TO STUDENTS

SCREENS, SEARCH HISTORIES, @
TEXT MESSAGES, AND

SoUAL MEDIA CoNTENT—
ENABLINGTHEM TO SEE
IFA STUDENT (S
RESEARCH ING ABORTION ~
RELATED CONTENT oR
ATTEMPTING To PVRCHASE
OUER-THE -(0UNTER
MEDICATIONS,

THESE RESTRICTIONS IMPALT OVER 25 MiLLioWN
PEOPLE AGE IS To 44 WHO ARE CAPABLE OF
HAVING CHILDREN.

AND THESE SURVEILLANCE PRACTICES ARE
ESPECIALLY CONCERNING FoR LOW-INCOME
STUDENTS AND STUDENTS OF (oLOR WHO
PISPROPORTIONATELY RELY ON_SCHOOL-(SSVED
DEVICES TO ACCESS THE INTERNET AND LIVE IN
PLACES THAT HAVE RESTRICTED ACCESS 7o
REPRODVCTIVE CARE.

THEY ALSO ASK FOR:

FAMILY |nCOoME

(tro SEE IF HE QUALIFIES FoR FREE
0R REDUVCED-PRICED LUNCH)

AND

NUMBER OF SIBLINGS

AND

NUMBER OF SIBLINGS THAT ATTEND THAT
SAME ScHool

SOME KINDERGARTEN REGISTRATIONS ALSO
ASK IF THE CHILD WAS BORN NATURALLY
OR VIA (-SECTIoN AND OTHER PREGNANLY
RELATED INFORMATION.




TAMAL'S |NFORMATION

1$ THEN UPLOADED INTO THE
DISTRICTS ONLINE DATABASE —

- ‘/(wH:cH 1S LikeLy
MAINTAINED BY

AN OUT-OF-STATE
COMPANY SUCH AS
INFINITE CANPYS

AND STORES
ALL DATA IN

e : " THE CLouD")
) .
INFINITE :
CAMPUS | NANE 1D
e [
- AND PROVIDED To ScrooL i E::

ADMINISTRATORS, TEACHERS,
AND PARENTS VIA A DIGITAL "DATA 1
DASHBOARD "

THE SCHooL WiLL SEND
MUCH OF THE INFORMATION
TO THE STATE DEPARTMENT
/ OF EDUCATION TO TRALK
TAMAL'S PROGRESS
THROUGH SCHOOL 1N THE

STATEWIDE LONGITUDINAL
DATA SYSTEM (SLDS).

ig \\___/\/5\7

RESEARCHERS AND PoLICy MAKERS OFTEN
VSE THIS INFORMATION (- 0R

ACLOUNTARICITY AND EVALVATION
PURPOSES.

[ COLLEGE BOARD AND ACT DATA

IN HIGH SCHOOL, TAMAL TAKES

BEFORE WHICH HE WiILL
RE ASKED A SERIES OF
PERSONAL QUESTIONS.

o Dﬂfg 00 gom
. 0 %00 .
05002 .OAo De’o(S

0693 %00 sﬁzo,EBQZLZ;

THE COLLEGE BOARD COLLEGE C
(A PRIVATE CoMPANY BOARD E_T.,
THAT ADMINISTERS

AP TESTS, PSAT, AND

SAT) ORACT MAY

THEN SELL HIS

STUDENT PROFILE \ N amea.
TO COLLEL"ES T0 UNNERS‘ﬂ 2
HELP THEM DECIDE

WHETHER T0 RECRUIT

AND ADMIT HIM 0R NOT,
[F HE UNKNOW|NGLY GIVES HIS CONSENT,




(9] vAPE PETECTION

EVERY DAY /N HIGH ScHooL,
JAMAL IS MON(TORED By
JAPE DETELTON TECHNOLOGY
(VPT), SENSOR SYSTEMS THAT
RELY ON Al TECHNOLOGIES TO
MONITOR STUDENT VAPING IN

SENSITIVE LocaTIONS LIKE C)
BATHROOMS AND LOCKER RodBMS,

HEEESE

I VPT “DETECTS" JAMAL AS
VAPING AT SCHOOL, IT GENERATES

AN AVUTOMATED m.ear To StHooL ::”"'N
OFFLCIALS , ©

r
\ e
, e COME SCHOOLS ALSO INSTALL
W CAMERAS NEARBY To “IDENTIFY ™
WHICH STUDENTS WERE PRESENT
@ E NERR SENSORS AT THE TIME
OF THE ALERT

VAPIN
Ivereaeo

&y @ ' IF MULTIPLE STUDENTS ARE
AR RECORDED By THE CAMERAS,
SCHOoOLS LiILL DISCIPLIN E THEM

I COLLECT(VELY, EVEN IF THEY

WERE NOT VAP ING THEMSELVES
IN SOME LoMMUNITIES, SCHOOLS

WILL REFER STUDENTS CAVGHT py _f '\
THE SENSORS TO LoCAL LAW 1 é
NEA

ENFORCEMENT WHERE THEY CAN

BE CRIMINALLY PROSECUTED AS
ADULTS AND FORCED INTOD

PROBATION PROGRAMS OR FALE
FINES, FEES, oR EVEN JAIL TIME,

2] RISK ASSESSMENT

SOME OR ALL OF THE DATA COLLECTED
ON TAMAL WILL BE QUN THROUGH

A R\SK ASSESSMENT PROGRAM THAT
RELIES ON PREDICTIVE ANALYTICS.

:mmm's OATA

p|sABl\.|TIES FﬂNILY
Racel QENPER] Lincome

USING DISCIPLINARY RECORDS, TEST
SCORES, AND DEMOGRAPHIC
INFORMATION, THESE PROGRAMS wiLL
PREDILT WHETHER A STUDENT wiLL
GGRADUATE SUCCESSFULLY ©R FpaLL INTO
\L THE CRADLE To PRISON PIPELINE...

7a=H:-KY

DISCiPLINARY
RECORDS

DEMOGRAPHIC
INFORMATION

TEST Scoﬁsi’

.ENFORCING ALL a v

THE BIASES THAT

ALREADY ExisT N (Ea1) or — Y
THE EDUCATION SYSTEM. 'y o

I
nl

\
|

@

INVOLVEMENT IN CHILD WELFARE AND
JUVENILE JVUSTICE "PREVENTION"
PROGRAMS MAY RESULT.



@ SCHooL ACCOUNTS

BEFORE JAMAL ARRIVES IN THE
CLASSROOM FOR HIS FIRST DAY, IN HIGH SCHooL, TAMAL
HIS PERSONAL INFORMATION 15 gga\&eg&&o&aozfu
SHARED WITH VARIOUS COMPANIES

THAT PROVIDE SERVICES TO THE Lot AL g5 bagde oL A Bm

) ADDITION To HIS TRADITIONAL
SCHoOoL AND DISTRICT. MATH 101 CLASSES.

SOME ONLINE CouRSES,
LIKE THOSE OFFERED BY
| — J| A CoMPANY CALLED

T~ \ KNEWTON, LOLLECT
RN MILLIONS OF DATA POINTY
Y \ ON ERCH STUDENT

ONLINE COURSE DATA

THE DISTRICT (CREATES JAMAL'S
SCHOoL BUS ACCOUNT,

0
=
]

-_‘
-

ONLINE LUNCH ACLOUNT,

& &

& AND D CARD,

J > ! AND SIGNS HIM UP WITH
M @ &8 GOOGLE'S G SUITE FoR
EDVUCATION.

LOCLATION TRALKING
\ ON HIS WAY To SCHool,
ITTTTITIT )

! =3

JAMAL'S LoCATION
AND INTERNET ACTIVITY

ARE TRACKED BY TECHNOLO
INSTALLED ON HIS ScHoolL BYS. -

INFORMATION JAMAL
PROVIDES ONLINE

MAY BE USED BY
COMPANIES TO ADVERTISE
PRODUCTS OR PROGRANS
TO HIM OQ H(S PARENTS
BASED ON HIS ‘
PERSoNAL DATA.




|[T8) PATA SHARING WITH RESEARCHERS

A RADIO FREQUENLY
IDENTIFICATION (RFID)
CHIP IN TﬂMALS D
CARD ALLOWS THE SCHOOL TO
\ TRACK HIS WHEREABOUTS.

WITHOUT THE KNOVLEDGE OR (ONSENT OF

HIS PARENTS TAMAL'S SCHOOL DISTRICT MAY
SHARE HIS NANE COURSE GRADES, ATTENDANCE
RECORDS, DISCIPLINARY RECORDS, STRNDHPDI?.ED
TEST scoo?GS AND DISABILITIES WITH PRIVATE
RESFARCHERS OND EVEN THE FEDERAL
DEPARTMENT OoF FDUCATIOM.

IF TAMAL ALLOWS HIS
SMARTPHONE TO CONNELT TO
THE WIFt WHILE RIDING ON THE
BUS, HIS LoGIN AND BROWSING
INFORMATION MAY BF TRALKED
BY THE INTERNET PROVIDER
AND SCHooL DPISTRICT.

STUDY RESULTS WiLL NEVER BE PROVIDED
To TAMAL OR HIS FAMILY.

E[ COLLEGE PLANNING DATA

\

BY THE TIME TAMAL

IS IN MIDDLE SCHooL, YES, THIS MAY SEEM UNBELIEVABLE.
3 Ry 8 MoST SCHOOL DISTRICTS Do NOT YET HAVE
AN ONLINE PROGRAM WIFI ON SCHooL BUSES OR CHIPS IN
LIKE NAVIANCE TO STUDENT ID CARDS.
ggf:\PPLEETE SUQUE‘Iz e‘l;(gm

RSONAL AND AC Ic =
GOALS To PLAN FOR ColLEGE. AND YET

THIS 1S HAPPENING IN SOME LOCATIONS
AND WIDESPREAD ADOPT/ION IS NOT

UNLIKELY GIVEN THE RAPID PACE AT WHICH

ONCE IN HIGH sucoméue wiLL TECHNOLOGY MOVES,

BE REQUIRED TO USE MULHOF
THE INFORMAT(oN STORED IN
NAVIANCE To APPLY FoR COLLEGE.




[G) THIRD PARTY DIGITAL SURVEILLANCE

ALSO STARTING IN KINDERGARTEN,
JAMAL WILL LIKELY BE SURVEILLED

BY A THIRD PARTY THE SCHooL C(ONTRACTS
WITH.

EVERY COMMUNICATION WITHIN THE
GOOGLE SUITE, EVERY SoCIAL MEDIA pPoOsT

CONNECTED TO THE

SCHooL-ISSUED GMAIL
ACCOUNT WILL BE
SCANNED BY AN
ALGORITHN SEARCHING
FOR REY wWORDS,

IN SOME COMMUNITIES THE
SOFTWARE COMPANY MAY REPORT

TO ScHool OFFICIALS OR DIRECTLY
To PolICE.

THIS SURVEILLANCE WILL BE
24/7,365 DAYS AYEAR, AND
EXTEND WELL BEYOND THE
SCHooL DAY... AND BE PoRTRAYED AS
"CONTRIBYTING To SAFETY.

WHILE 1€ HAVE %
I ACTUALLY ENACTED ® g S
RESTRICTIONS, [+

@ CENSORSH (P

WHILE TAMAL 1S USING HIS SCHOOL- PROVIDED DEVICES
AND ACCOUNTS, HE MAY BE PREVENTED FROM

DISCUSS/ING TOPICS RELATED To RACE, GENDER
AND SEXUALITY.

44 STATES HAVE

.

Z4

it
INTRO DUCED Z AD
lEEQs“:iin'SONggo ’ {{;;/////4//;{?///////////
OF THESE TOPICS, » L am

SCHooL SURVEILLANCE
TECHNOLOGIES ARE A
Pow ERFuUL. TOOL FOR
ScHool ADMINISTRATION
TO ENFORCE CENSORSHIP
BY MONITORING STUDENTS'
DEVICES, SOCIAL MEDIA,
AND ONUINE HISTORIES,

STUDENTS OF coLoR, QUEER STUDENTS, AND

%1;15:3 -‘;58:} MnOTG.INALuED COMMUNITIES
TOo THE (N NET TO

ABOVUT THER lDENTlT’ESTSIR\ID SEZH o"gppw

DIGITAL CoMmUNITIES AND SAFE PLACES
THAT AFFIRM THEIR IDENT(TIES...

SUPPORTIVE

communiTy 7 m ADULTS

... BUT THE VSE OF S(HooL SURVEILLANCE
TECHNOLOGIES MAKES THEM LESS WILLING
TO ASK TEACHERS AND STAFF FOR SUPPORT
FOR THEIR MENTAL AND BEHAVIDRAL HEALTH.



DEVICE SURVEILLANCE

[6) BEHAVIOR MANAGEMENT

WHEN TAMAL REACHES 6™ GRADE OR FVEN
SOONER, HIS DISTRICT MAY |MPLEMENT A
I:] PROGRAM ,

WHILE IN CLASS, |F TAMAL SPEAKS WITHOVT
RAISING HIS HAND, HIS TEACHER RECORDS

THE EVENT IN HIS (LA5$D°3° ACCOUNT -
DISTRICT-PRONVIDED PEVICES

wiLL BE ISSUED TO EACH AN ONLINE BEHAVIOR M ANAGEMENT TooL.
STUDENT WITH DEFPULT °
SETTINGS THAT ALLOW il

(o]
CT%N})S:\"&S;:‘\:KDE 3?::%5 THE SYSTEM EMITS AN 4 ‘? 0 X

INCLUDING

INTERNET SITES =
ovmnED (¢ S @
</

<

EAQ 3 s \
] S (H TERMS st \ ENTIRE
0 VSED } CLASS
0 BookS AND ARTICLES TO
READ < HEAR,
GODGQGLE § VIDEOS WATCHED
oN YOUTUBE

| ] & PASSWORDS AND ADDS A DEMERIT

TAMAL USES THIS DEVICE UNTIL HE GRADVATES, To HIS ONLINE PROFILE.
AMASSING MILLionS OF DATA POINTS THAT CAN

BE MINED TO DIAGNOSE LEARNING ISSVES,

STEER HIM TOWARDS CERTAIN CouRSES OR

CAREERS, OR GENERATE A CONSUMER PROFILE il
THAT cAN BE SOLD BY DATA BROKERS,

P ~

- DAILY AND WEEKLY ™
o - UPDATES ARE SENT

' )
S . To JAMAL'S PARENTS
Be T VIA A PHONE APP,

... . o B .:.- . e, ’ 15 mawE A z
==t | S

— —




| PIET DATA

IN THE CAFETERIA,
JA MAL PROVIDES
HIS FINGERPRINT,
NAME, 0R STUDENT
NUMBER TO THE
LUNCHROO M
AIDE...

- - -

\

@)
... WHO THEN RECORDS HIS
FooD SELECTIONS |IN HIS
ONLINE ACCOUNT, WHICH
MAY BECOME A PART OF
HIS PERMANENT DIGITAL
RECORD,

BIOMETRIC + HEALTH DATA

DURING GYM
CLASS, TAMAL
WEARS A HEART
RATE MONITOR
TO RECORD HIS

AN APP ANALYZES
THE RESULTS AND
SENDS A REPORT
VIA EMAIL TO THE

WORKOUT EACHER"
INTENSITY AS el T
PART OF HIS ‘
GRADE,

«
IT'S UNCLEAR WHAT HAPPENS TO
TAMAL'S D(GITAL HEALTH INFORMATION
AT THE END OF THE YEAR.

MORE ABOUT SHoT SPOTTER

IN THE (AST FEW YEARS,, SHo1Sperrer HAS BEEN
SHOWING UP ON ScHooL BUILDINGS IN THE
TWIN CITIES AND ACROYS THE COUNTRY
(SOMETIMES, (NDIVIDUAL SCHOOLS Do NoOT
EUEN KNOW THEY ARE THERE.

SHOTSPOTTER |S NOTHING MORE THAN A Tool
THAT GATHERS DATA Po(NTS. ScundTHIvK NG
INHo OWN SHoTSpotTER, IS SIMPLY A DATA
BROKER SELLING SURVEILLANCE
TeECHNOLOGIES To POLICE.

SHOTSPOTTER 15 A SERIES OF M|CROPHONES
PLACED (N (OMMUNITIES (INCLLVUDING AT

ND PROUND SCHoolLS) THAT POLICE SAy

RE FOR THE PURPOSF OF DETECTING
GUNSHOTS, THE MICRO PHONES DETECT ALL Loud
SoUNDS AND THEN AN ALGORITHM AND
HUMAN REVIEWER ARE SUPPOSED To
DETERMINE IF A SOUND 1§ A GUNSHOT oR
NOT. |F SHoTSpeTTER DETERMINES THAT
THE SOUND WAS A GUNSHOT, PoLICE ARE

DEPLOYED TO THE LOoCATIoN OF THE SounD.

IN REALITY, SHOTSPOTTERQ CANNOT DISTINGUISH
BETWEEN FIRECRAKERS, CAR EXHAUST SYSTEMS
BACLFIRING AND GUN SHOTS. THIS INCREASES THE
LK ELIHOOD THAT (OMMUNITY MEMBERS, LIKE
TAMAL, WILL HAVE INCRERSED INTERACT/oNS
WITH THE PolICE.

SHOTSP_?ZTE\_E% QHQSEL'ZTLE E\zDENCE [F ANY,
THAT NCE OF THE CoMPANY’
MICRO PHONES PREVENTS GUN wo(,Erz'/’r

CE
LVES GUN CRIM VES LIV 4
ISM?WES sc%'om.s AND cgo;amsuﬁ:mges <A Fges : e

WHAT THE USE OF THE SE MICROPHONES
ENABLES 1S \NCRERSED INTERALTIONS
BETWEEN BLACK AND BROWN LOMMUNITY
MEMBERS AND PoCICE, SOMETHING WHILH
RESEARCH SHOWS MAK ES BLALK AND BROWN
COMMUNITY MEMBERS LESS SAFF,



[[3) sHotspotTER

A LOUD SOUND TRIGGERS
SHOT SPOTTER TECHNOLOGY
LOCATED AT JAMAL'S
SCLHoolL BVILD/NG,

MULTIPLE POLILE OFFILERS
RESPOND BELIEVING
GUNSHOTS HAVE BEEN
FIRED NEAR ORPT

THE SCHool.
Ny N
-~ : % .r
A= Fammmn
w.n.e__O= Pou.eg

AT THE TIME, TAMAL WAS N THE SCHOOLYARD
FoR RECESS.
L/

HE NOTICED THE PolLICE CARS

ST q BRTH AS THEY PULLED UP AND FELT
;.:.:.:.:.‘}‘,&02{0.2 FEAR- HE DIDN'T KNOW WHY
’?':’:':0:':‘:.":"’:’:’:ﬁ‘ THE PoLICE WERE THERE.

) CR A _DOOOO oLiIC oK Roun
p;s}:o:o:%! % ”o’\‘o’&"‘, [ s

RO A I ‘\“,‘:’ THE SCHOOLYRRD AND BUILDING,
: INVESTIGATING TO SEF WHERE

THE “"GUNSHOTS " HAD CoME FRoM.
THE POLICE REQUESTED To INTERVIEW TAMAL
AND A FEL OF HIS FRIENDS TO SEE IF THEY
KNEW ABOUT ANY QUNSHOTS. JAMAL WAS

UNCOMFORTABLE TALKING WITH THE PolLILE,
HE DIDNT KNOow WHAT WAS GOING ON AND

WAS RFRAID THAT THEY WOULD THINK HE DID
SOMETHING WRONG .

THIS WAS THE FI(RST TINME
JAMAL HAD EVER

' &‘4
INTERACLTED WITH THE =

poLICE. NS

HE SHARED THAT HE HAD
NOT HEARD (GUN SHoTS
BUT THAT A CAR HAD

DRIVEN BY AND THE CAR HAD BACKFIRED.

(4] DATA MINING

AT HOME AND ScHooL, TAMAL RECEIVES
“PERSONALIZED LEARNING" LESSONS
ONLINE. WHETHER HE'S SolLvING MATH
PROBLEMS viIA A VIDEO (HGAME OR TRAKING
QUIZ2ES AFTER READING A STORY, FOR-
PROFIT TECHNOLOGY COMPANIES- NOT
HIS TEACHERS - DETERMINE THE CONTENT
AND DIFFICULTY LEVEL OF THE ACTIVITY
BY COLLECTING DATA AND VUSING
PROPRIETARY ALGORITHMS TO ANALYZE
His ABILITIES, PROFILE HISINTERESTS, AND
PREDI\LT OUT(oMES,

THIS PROCESS IS KNown AS

DATA MINING



[(@ stanoarorzeD Exam pAtA

STARTING AS EARLY AS KINDERGARTEN, TANAL
1S ASSIGNCGO INTEQIM ASSESSMENTS oR TEST
PREP TO MEET DISTRICT AND STATE REQUIREMENTS,

IN GRADES 3-8 HE TAKES ANNVAL STANDARDIZED

EXANS IN MATH AND ENGLISH LANGUAGE ARTS (ELA)
AS REQUIRED BY FEDERAL LAW.

HE MAY ALSO BE SUBJECTED To VARIOVS LocAL
AND PERIoDIC STANDARDIZED ASSESSMENTS (N
THESE AND OTHER SVUBJECTS.

TeST LomPANY 1
] TEST (OMPANY 2

1]

COMPANIES ADMINISTERING THESE TESTS
OFTEN (OLLECT AN ARRAY OF SENSITIVE
PERSONAL INFORMATION FROM STUDENTS,
AS WELL AS METADATA LIKE THE AMOUNT
OF T(ME THEY SPEND ANSWERING A SPECIFK
QUESTION.

ESSAYS ARE OFTEN SCoREDBY MACHINES
RATHER THAN PEgOPLE.

@ SCHOOL CLIMATE SVURVEY DATA

TAMAL'S
DATA

SOMETIME DURING ELEMENTARY
StHoot, TAMAL MAY BE ASKED

TO COMPLETE " SCHoolL CLIMATE "
AND OTHER SURVEYS MERASURING
H1S PERSONAL BELIEFS, PoLITICAL
VIEWS, OR SollAL AND EMOTIONAL
SKILLS, OFTEN USING AN ONULINE
ACCOUNT WITH HIS NAME oR

OTHER PERSONAL INFORMATION
ATTACHED TO IT,

(12) EDVCATION RECORDS

AS TAMAL PROGRESSES THROUGH HIS ELE MENTARY

AND MIDDLE sCHoolL YEARS, HIS EDUCATION RECORD
GROWS To [NCLUDE :

23 OIS CIPLINARY &
O A inFoRMATION CouUNSELING
() \RE (oRDS

HEALTH
R IND CON DITIONS
PL
il 4\ {RACIALA ﬁ
e} ETHNIC.
BACKGROUND
OF BIRv SPECIAL
INMIGRATION
STATUS
0 9P o Q

SERVICES
RE%EIVED




